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teamX.hf

ONU

Subnet: ONU_Public
IP: 9.9.9.0/24 - 2012:1::/64
VLAN: 901

HF Services

Subnet: Public
1.3.3.0/24 - 1337::/64
VLAN: 900

Subnet: MGMT
IP: 172.16.66.0/24 - A::/64
VLAN: 666

router

Subnet: ArmyBase_Public
IP: 21.0.0.0/8 - BAD::/64
VLAN: 903

router

Real Net

Cron
Pwn

Tor 
Market

ESX 
HostsAdmins

IRC
comms.hf

SCOREBOARD
scoreboard.hf

DNS
ns.hf BankSystem

WG-wifi
Subnet: ONU_Participants
IP: 10.99.99.0/24 - 2012:2::/64
VLAN: 902

DefenseCenter

FreeThinkers

Monitor
mon.hf

WG-XTMv

Physical Server

SIMNET Router

Players Workstation

Servers that should be attacked

Box that should not be attacked

Private Tor Network

EU
(Team 6)

Middle East
(Team 7)

South America
(Team 8)

Subnet: Team <T> Public
19.84.<T>.128/25 - 1984:<T>:0:1::/64
VLAN: <T>1

cms-fe

Subnet: Team <T> Private
10.<T>.1.0/24 - 1984:<T>:0:2::/64
VLAN: <T>2

cms-be

Subnet: Team <T> Users
10.<T>.2.0/24 - 1984:<T>:0:3::/64
VLAN: <T>3

players

edge

pondeuse

Team
  - Benoit Girard
  - Charles F. Hamilton
  - Cédrick Chaput
  - Marc-André Meloche
  - Martin Dubé
  - Olivier Cyr
  - Patrick Pruneau
  - Philippe Godbout
  - Simon Vigneux
  - Stéphane Sigmen
  - Vincent Bédard-Tremblay

Control 
Room

Missile 
Launcher 
System

This is the army base control room. 
Successfuly exploiting flaws on the 
server should let the participants 
find a port knocking pattern to 
unlock access to the missile 
launcher system.

The Hackfest Black Market. Some 
nasty things such as DoS 
attacks/scripts, tor URLs and bank 
accounts can be found there but 
not so easily. In fact, the service is 
only accessible through the tor 
network.

This box is a sensible one. Anyone 
who scans or attacks this box gets 
automatically attacked back. In fact, 
it contains DoS scripts that can be 
triggered at any moment.

Services:
  - OS: CentOS 6.3
  - Authoritative DNS for zone team<T>.hf
  - HTTP Server
     o Weak PHP (CGI injection vulnerability)
     o System Management
     o Flaw giving access to LDAP
  - FTP
     o ProFTPd vulnerable to cmd injection
  - Zimbra
     o SMTP + SMTPs
     o IMAP + IMAPs
     o POP3 + POP3s
  - SSH

Services: 
  - OS: Windows 2003
  - IIS server
  - TCP Backdoor
  - Header HTTP sur le IIS
  - System Management admin service
  - Stego
  - RAM Dump
  - Backup file
  - VNC

Services:
  - OS: CentOS 6.3
  - OpenLDAP
     o ~1000 users
     o Accessed by CMS-FE with high privileges
  - MySQL
     o BD: ministry (secret information)
     o BD: website (default web site)
     o BD: wp (system management)
  - Tor Backdoor
     o Tor Client connected to the private tor
     o Direct access to a team back-end
  - NFS
     o Insecure data
  - SSH

21.55.32.84 21.156.45.11221.164.201.33 21.45.67.89

XiVO VoIP solution. Some leaky 
communications are initiated from 
teams' infrastructures to this server. 
Some voice message boxes 
contain interesting information for 
teams.
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HF Services

The Über-Tor Private Network! This 
server hosts a huge network 
containing shortcuts to teams' 
back-end networks, a black market 
and a web camera. Multiple .onion 
URLs are leaked in the 
infrastructure.TorServer

Empire of Japan
(Team 2)

Ingsoc
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Mumbai

Kiev

Sofia

Astana

HongKong

Beijing

LosAngeles

Washington

Alexandria

Panama

To Sydney

To Singapore

To Singapore

To Tokyo

To SanFrancisco

To LosAngeles

To SanFrancisco

To SanFrancisco

Soviet Union
(Team 4)

Seoul

To LosAngeles

To HongKong

USAC
(Team 1)

.170-.190 .6 .7 .8 .9 .10

.1.1

.10

21.22.23.21

the-
nest

21.22.23.101-108

.21-.29

21.0.0.1

USAC Backdoor
d097234jasdf0ad.onion

cms-be.team1.hf

HFWashington

USA Tor Exit Node

South America Backdoor
anmvqzjy3dtn4saf.onion

cms-be.team8.hf

Africa Backdoor
uy6yr4n3nytbd4ii.onion

cms-be.team5.hf

HFCapeTown

South Africa Tor Exit Node

EU Backdoor
4bvcpuzw4rg53thn.onion

cms-be.team6.hf

HFLondon

England Tor Exit Node
Soviet Union Backdoor
ciovdjwtspjem4p7.onion

cms-be.team4.hf Empire of Japan Backdoor
vr3gne4fmi6ggcsf.onion

cms-be.team2.hf

HFTokyo

Japan Tor Exit Node

HFSeoul

South Korea Tor Exit Node

Black Market
hapuzoqt3frdkxpx.onion

Hidden

HFPanama

Panama Tor Exit Node

Middle East Backdoor
htul6cgdcti2zmos.onion

cms-be.team7.hf

HFKiev

Kiev Tor Exit Node

Web Camera
aomrqtsehf3cvapg.onion

Hidden

HFDubai

United Arab Emirates 
Tor Exit Node

People's Republic of Asia 
Backdoor
5k24go6m4lfbmghw.onion

cms-be.team3.hf

LosAngeles Paris vc5

.31.240 .213

Africa
(Team 5)

From here, free thinkers can attack 
players' infrastructures and sell data 
such as secret documents or cash 
items on the Auction House.

This secret camera gives 
players eyes into a secret lair 
of the army base. By correctly 
manipulating the camera, 
players should find interesting 
stuff for their quest in the 
world domination.

This system informs attendees (on a 
projector) and participants about the actual 
game status displayed on 3 different 
pages.  The scoreboard has a refresh rate 
of 15 seconds and shows the amount of 
cash each team has in their pockets.

The bank system lets 
players make payments for 
items. Unfortunately, the 
bank has a flaw that lets 
players make illicit money 
transfers.

Infrastructure 
monitoring is ensured 
through Nagios. 
Multiple scripts are 
running every 5 mins.

WatchGuard XTMv box to secure 
outgoing connections.

Players represent security 
experts hired to secure 
their government's 
infrastructures and to 
destroy the enemy's. The 
only initial document they 
got is a sealed envelope.

ctn
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Santiago

Bogota

Miami

This box initiates a leaky 
communication to the XiVo 
server by sending a recorded 
message.  It is meant to be 
sniffed over the wire, just like if it 
was data transmitted to home 
from an undercover operative.

Sourcefire IDS provides deep 
knowledge of network intrusions 
occuring during the games

Vyatta to route them all

Yes the "real" inter webs are 
accessible!

United 
Nations

People's 
Republic of Asia

(Team 3)NewYork

Pyongyang

CapeTown

This is the missile launcher system. 
Successfuly port knocking the box 
should let participants access to 
the army base hidden missile 
launcher. This weapon of massive 
destruction let players destroy 
ennemy territories and affect their 
income.
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